Facing Uncertainty in Web Service
Compositions

Professor German H. Alférez, Ph.D.

School of Engineering and Technology,
Universidad de Montemorelos, Mexico

S UNIVERSIDAD
S POLITECNICA

s LT s’ DE VALENCIA " PARIS |
S _ SORBONNE

UNIVERSITE




Software also runs in
complex &
heterogeneous
computing
infrastructures.

Translate the ideas of
adaptation in the natural
world to software.




Adaptability 1s emerging as a necessary
capability of highly-dynamic systems
(Hong et al., 2009).




Systems based on Web service compositions

O—»{ Serv. Op. A

4>| Serv. Op. B




Dynamic adaptations: the service composition
self-adjusts at runtime to do the following:

+ Keep the quality of the service composition

+ Offer extra functionality depending on the
context

* Protect the system

- Make the system more usable j




Related work on dynamic adaptation of service
compositions has traditionally tended to focus on:

| .Variability
constructs at the 2. Brokers
language level



R 't can hinder reasoning
| ’Va”abll'ty _ about adaptations with

constructs at the complex and error-
language level prone scripts (Fleurey

and Solberg, 2009)

<vxbpe1lYariationPoint name="VPServicel">

<vxbpel:Variants>
‘<vxbpel:Variant name="ServicelA">

<vxbpel:VPBpelCode>
<invoke ... partnerLink="servicela"/> Need ‘tO manage

adjustments at a

</vxbpel:VPBpelCode>
</vxbpel:Variant>
<vxbpel:Variant name="ServicelB">

<vxbpel:VPBpelCode>

higher level of
<invoke ... partnerLink="servicelb"/>
</vxbpel :VPBpelCode> abst racti on.

</vxbpel:Variant>
</vxbpel:Variants>
</vxbpel:VariationPoint>

Koning et al.,, 2009




Most research works lack
support for analyzing the

inherent variability of
dynamic adaptation at

design time

2. Brokers

O—»| Serv. Op.A [ Serv. Op.B

i applies Serv. Op. D

chooses Serv. Op. E

Var. Point X d Broker

Serv. Op. F

Serv. Op. G

Var. Point Y

Need to manage variability at design time and

at runtime.




Tendency: dynamic adaptation of service compositions
in the closed-world. However, the world is
increasingly open!

Closed World Open World

Dynamic contexts (focused on
ubiquitous computing infrastructures.
The context changes rapidly)

Stable contexts (the context
changes slowly)

Anticipated changes (foreseen Unanticipated changes (unknown
context events) context events)

Need to manage dynamic adjustments in the

unpredictable open world.



Contributions




An approach to manage
some situations of

uncertainty in the
open world by

Need to manage dynamic . :
adjustments In the unpredictable dynamlcally eV0|V|ng

open world. service compositions
through models at
runtime.

Contributions



An approach to manage some situations of uncertainty

in the open world by dynamically evolving service
compositions through models at runtime.

4 )
Dynamic evolution: “The process

of moving the service composition to
a new version (which cannot be i
supported by predefined dynamic

adaptations) In order to manage =
unknown context events at *O’{ §0
runtime.” (Alféerez and Pelechano, e Lo
MODELS 2012)

| J




An approach to manage some situations of uncertainty

in the open world by dynamically evolving service
compositions through models at runtime.

Inactive || Active Active

Inactive || Active Active Inactive || Inactive || Active Active Active Active Active

Active || Active || Active |_2dapts Active || Inactive || Active |_€volves Active || Inactive || Active || Active
> -

Active || Inactive || Active Active || Inactive || Active Active Active

Active

Dynamic adaFtations are carried out to make punctual
Dynamic evolutions mply a gradual structural or |
changes In the service composition with “known” adaptation
architectural growth into a better state in order to face .
policies. Dynamic adaptations face |f3,art|cular “known” events in
uncertainty in the open world (Altérez and Pelechano, MODELS
the closed world (Alférez and elechalncg, SPLC 201 |; Alférez et

2012: Alférez and Pelechano, ICWS 2013
al., JSS Elsevier 2014).



An approach to manage some situations of uncertainty

in the open world by dynamically evolving service

compositions through models at runtime.

(

\

In the open world, uncertainty is
caused by how the service
composition should deal with
unknown context events.

~

Contributions



An approach to manage some situations of uncertainty

in the open world by dynamically evolving service
compositions through models at runtime.

(" )
Models at runtime: “Causally | Medelatruntime @@ @ .
connected self-representations of the O»[al>[s]l>[c]>0O:
aSSOClated System tha-t emphaSIZe rvesessssssesssssessssssssnnes [o—————— i

i causally connected

the structure, behavior, or goals of | - Service composition®
the system from a problem space :

perspective” (Blair, 2009). (WsAD)—>(ws 8 )—»(Wsc>

| J
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A tool-supported
software engineering

Need to manage approach for the
variability at design time development of

and at runtime. context-aware service

compositions from
design time to
execution.

Contributions



A tool-supported software engineering approach for

the development of context-aware service compositions
from design time to execution.

Design Time: Model-Driven
Engineering

Runtime: Autonomic Computing

-+ AC Is an Initiative proposed by
IBM.

+ Goal: to develop computer
systems with self-management
capabillities.

Contributions
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Modeling to Face Uncertainty in the Open World

Solution - Modeling to Face Uncertainty in the Open World



How to preserve expected requirements when the

service composition faces unknown context events in the
open world!?

- Tactics are abstract last-resort surviving actions to
preserve the requirements that can be negatively

impacted by unknown context events (Alferez and
Pelechano, MODELS 2012).

Tactics try to reduce the impact of unknown context
events in the open world.

Solution - Modeling to Face Uncertainty in the Open World



e Goal: To Win.

e Unknown or unforeseen events:
Surprise assaults.

* What to do? Choose among a set
of tactics to reach the goal - to
scape vs. to do a frontal attack

* Tactics are known
beforehand, but soldiers do
not know to which specific
arising unknown context
events they will be applied.

Known Unknowns

Solution - Modeling to Face Uncertainty in the Open World



Pieces of knowledge during execution to achieve dynamic
evolution of service compositions.

4 N

Composition Model
> B

O~ -~

> C

merge into
Requirements Model :

|
|

Tactic Modeln
A OxPPO |-

Solution - Modeling to Face Uncertainty in the Open World



Composition Model

Barnes & Noble Books Variant Model

( Barnes & Noble Books )

book not found

C)_> Sea
O >

book found

Show Book
Info

O ~O
Show Related
Titles

\_

Amazon Books Variant Model

- -
———— (" Amazon Books
L4

book not found

|~ e O Extended
Business Process

Base Composition Model N MOdel aﬂd NOtatIOﬂ
PR A variation point (BPM N)

O—P:Book Management
|

add more books

Google unauthenticated

Authentication

.............

. [/
checkout « Invoice '

. Delivery !

.........

--------

authenticated

.........

valid card
invalid card

Y

- Fors )

_‘ Payment ’ > Credit Card '

com monal Ity Calculator ] Payment !
A 4

N\

Solution - Modeling to Face Uncertainty in the Open World




Requirements Model

goal Keep Alive the >

Service Composition

!

High
Performance

softgoal ;

Temporal
Separation

++

Introduce Active Shadow
Concurrency Redundancy Operation

++

tactic

Goal Model (Liu and Yu, 2004;Yu, 2009)

Solution - Modeling to Face Uncertainty in the Open World



Tactic Models

[Deception Tactic h
( )

Log Intruder's
Activities

O \. ITI J Send E-mail to
System Administrator

Manage
Sensors

\_ J

Tactic models express the tactical functionality to be
triggered on the service composition to preserve
requirements.

* [hey are causally connected to Web services that
implement the tactical functionality.

* [hey are merged into the composition model at
runtime.

Solution - Modeling to Face Uncertainty in the Open World



How to find the requirements that can be affected by unknown
context events!?

Knowledge base implemented as a rules file.

1 | @prefix j.0: http://my.ontology#

2 ﬁunderAttack: (?s rdf:type j.0:WebService)

3 (?s j.0:executionTime ?c)

4 greaterThan(?c,5000)

5 ->

6 (?s rdf:type j.01UnderAttackb

7|1

8

9 I[affectedHighSecurityRequirement:I(?s rdf:type j.01UnderAttackb
10 ->
11 (?s rdf:type j.0:AffectedHighSecurityRequirement)
12 | ]

4

Solution - Modeling to Face Uncertainty in the Open World
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nieving
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Dynamic Evolution through Models at

Solution - Achieving Dynamic Evolution through Models at Runtime



Dynamic Adaptation

Dynamic Evolution
looks for unknown
context events Uncertain
— Open World
Evolution
Planner
looks for Tactics to <« USes_|Reconfiguration
> preserve Engine
requirements
evolves
Evolved Composition Model
P Evolved uses | Execution
> S WS-BPEL = Engine
Tactic Composition
O>A “’O’é D0 Schema dep|0YSl
C

Evolved
Service Composition

T evolves according to !




Evolution Planner

|) Look for Unknown Context Events
from the Collected Information:

Periodically checks an updated ontology [Look - Unknownj
(Alférez and Pelechano, SPLC 201 |; Alférez CO”tethEve”tS
et al,, JSS Elsevier 2014). —
[ Affected J
Requirement

e An observed context event Is I
considered as unknown when there are [ Search J

not predefined context conditions to Svhng

Tactics
deal with it. E.g. UPSShipping,
HasResponselime, > 2,000 ms.

Solution - Achieving Dynamic Evolution through Models at Runtime



Evolution Planner

2) Search Affected Requirement(s):

Forward chaining. This method evaluates [Lookfor Unknownj

arising context facts (1.e., context events) Co”tethEve”tS
against general rule premises in the _—
knowledge base. New context events [  Affected J
. . equiremen
can trigger new inferences! l
Search
, Surviving
Alférez and Pelechano, MODELS 20172 Tactics

Alférez and Pelechano, ICWS 201 3.

Solution - Achieving Dynamic Evolution through Models at Runtime



Evolution Planner

3) Search Surviving Tactics:

Look for Unknown
Context Events

Search
Affected
Requirement

softgoal High 24/7
+ Performance Availability
++ +
Temporal Introduce Active Shadow l
Separation Concurrency Redundancy Operation S e arCh

Surviving
/ Tactics

E.g. The Evolution Planner has inferred that “The Barnes & Noble Books service
operation can dffect the High Security softgoal”

goal Keep Alive the
Service Composition

!

N

+

tactic

Solution - Achieving Dynamic Evolution through Models at Runtime



Reconfiguration Engine

|) Merge a Tactic Model into the Composition Model:

(
Barnes & Noble Books + Deception Tactic ‘
@ Deception Tactic ) .

Log Intruder's
Activities

, O \. FI / Send E-mail to
System Administrator
4 N

Manage

Sensors
\_ J

. J

O . <+> 4 Barnes & Noble Books N\
book not found Show Book
Info
— Search
C 0

+
bool; found Show Related
Titles
J
y,
‘l ........ add more books

It can affect the High € | S || Eomet | e
Security softgoal chickot

4
(O—

Solution - Achieving Dynamic Evolution through Models at Runtime



Reconfiguration Engine

2) EVO Ive the WS - Evolved Composition Model

1. looks for
. . tactic
BPEL Composition OB 5 $0[~E+O ‘—m

o T 2. gets
S C h ema. maps\\ fragment

i

Repository of WS-BPEL

\Code Fragmeﬁ/
3. injects
WS-BPEL Composition fragment
Schema
<flow> *
pS +——<invoke> | <invoke> i —Bt |
Problematic| : o | _ E ' | Tactic's
Web | /WSDL:| i |Proolematiclii] pacqics |: | WSDL:| -
. . H ervice ' . . : ] i
Service Eserwcei | operation i Functlonalltyi EtaCtICE Service
LA b-<receive> || <receives-—— B8

Solution - Achieving Dynamic Evolution through Models at Runtime




Prototype
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- |
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> 13 eventProvider Is Transaction +
» djena -
; Lane
» = LogListener
» & ModelsTests Looping - ——TT

owcere Models at-Runtime-
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& models
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& compositionModel.xmi
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http://www.harveyalferez.com/dynamicevolutionservcomp/
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Preliminary Results




Inferences Accuracy

- We purposely Injected
a set of context
events that were
not predefined at
design time.

18 i

16 |

14
“4#=10 rules
=817 rules
10 | ~4—26 rules
“~¥-38 rules

12 |

Number of Discovered Affected Requirements

» Our approach found |
the affected 3 " N ?

Number of Unknown Context Events
requirements in
83.9% cases The number of discovered

requirements that can be negatively

: affected is directly proportional to
Reduced Uncertainty
the number of rules.

[=] N - =] ]




Dynamic Evolution Efficiency

Measures during a 100%/
dynamic evolution. 80%
60%

“QAAAAA LAY AAAJ\/

11:57:00 AM 11:57:15AM 11:57:30 AM 11:57:45 AM 11:58: OOAM 11:58:1!
H CPU usage B GC activity

| & l ' X l

75 MB

50 MB-

25 MB\/—-\ ‘ '

0MB

11:57:00 AM 11:57:15 AM 11:57:30 AM 11:57:45 AM 11:58:00 AM 11:58:1!
H Heap size B Used heap



d Future Work

I0NS an

Conclus




* A tool-supported approach that leverages models at
runtime to guide the dynamic evolution of context-aware
service compositions In the open world.

* [t covers design time and runtime.

* [t can be used to manage uncertainty produced by
unknown context events.

Conclusions



* The use of models at runtime has the following benefits:

* [he modeling effort made at design time also provides a rich
semantic base for autonomic behavior during execution.

* [hey provide up-to-date information to drive subsequent
evolutions.

* lechnological bridges are avoided.



* Use Constraint Programming to verify the evolved models
and check that generated configurations respect the
constraints iImposed by the models.

* Carry out proactive dynamic evolutions with machine
learning.

* Apply the approach in other domains:
* Robotics
* Smart Cities
* Wearables
* Cloud Computing

* [he Internet of Things




Thanks!
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